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                                   Abstract 
Watermarking is a branch of information hiding which  is  
used  to  hide  proprietary  information  in  digital  media  
like photographs, digital music, or digital video. The ease  
with  which  digital  content  can  be  exchanged  over  the  
Internet has  created copyright infringement issues. In this  
paper  we  provide  a  survey  of  the  latest  techniques  that  
are  employed  to  watermark  images.  Digital image 
watermarking is modification of the original image data by 
embedding a watermark containing key information such as 
authentication or copyright codes. Watermark is perceptible 
or imperceptible identification code which uniquely 
identifies ownership of an image. 
Keywords: Watermarking, Digital Watermarking, 
DCT, DWT, Spatial Domain. 

1. Introduction 
 

The recent surge in the growth of the Internet results 
in offering of a wide range of web-based services, 
such as database as a service, digital repositories and 
libraries, e-commerce, online decision support system 
etc. These applications make the digital assets, such 
as digital images, video, audio, database content etc, 
easily accessible by ordinary people around the world 
for sharing, purchasing, distributing, or many other 
purposes. As a result of this, such digital products are 
facing serious challenges like piracy, illegal 
redistribution, ownership claiming, forgery, theft 
etc[1]. 
 
Watermarking is a new technology which hopefully 
can help in that aim. Image watermarking is the 
process of embedding into image specific 
information that helps establishing the ownership of 
the image [4]. Digital watermarking technology is an 
effective solution to meet such challenges. A 
watermark is considered to be some kind of 
information that is embedded into underlying data for 
tamper detection, localization, ownership proof, 
traitor tracing etc [1]. 
 

2. Requirements for Digital 
Watermarking 

The basic requirements in watermarking apply to all 
media and are very intuitive [2]. 

1. A watermark shall convey as much 
information as possible, which means the 
watermark data rate should be high. 

2. A watermark should in general be secret and 
should only be accessible by authorized 
parties. This requirement is referred to as 
security of the watermark and is usually 
achieved by the use of cryptographic keys. 

3. A watermark should stay in the host data 
regardless of whatever happens to the host 
data, including all possible signal processing 
that may occur, and including all hostile 
attacks that unauthorized parties may 
attempt. This requirement is referred to as 
robustness of the watermark. It is a key 
requirement for copyright protection or 
conditional access applications, but less 
important for applications where the 
watermarks are not required to be 
cryptographically secure, for example, for 
applications where watermarks convey 
public information. 

4. A watermark should, though being 
unremovable, be imperceptible. 

Depending on the media to be watermarked and the 
application, this basic set of requirements may be 
supplemented by additional requirements. 

• Watermark recovery may or may not be 
allowed to use the original, unwatermarked 
host data. 

• Depending on the application, watermark 
embedding may be required in real time, 
e.g., for video fingerprinting. Real-time 
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embedding again may, for complexity 
reasons, require compressed-domain 
embedding methods.  

• Depending on the application, the 
watermark may be required to be able to 
convey arbitrary information. 

For other applications, only a few predefined 
watermarks may have to be embedded, and for the 
decoder it may be sufficient to check for the presence 
of one of the predefined watermarks (hypothesis 
testing) [2]. 

3. Digital Watermarking Technique 

The process of embedding a watermark in a 
multimedia object is termed as watermarking. 
Watermark can be considered as a kind of a signature 
that reveals the owner of the multimedia object. 
Content providers want to embed watermarks in their 
multimedia objects (digital content) for several 
reasons like copyright protection, content 
authentication, tamper detection etc. A watermarking 
algorithm embeds a visible or invisible watermark in 
a given multime dia object. The embedding process is 
guided by use of a secret key which decided the 
locations within the multimedia object (image) where 
the watermark would be embedded [3]. 

Once the watermark is embedded it can experience 
several attacks because the multimedia object can be 
digitally processed. The attacks can be unintentional 
(in case of images, low pass filtering or gamma 
correction or compression) or intentional (like 
cropping). Hence the watermark has to be very robust 
against all these possible attacks. When the owner 
wants to check the watermarks in the possibly 
attacked and distorted multimedia object, s/he relies 
on the secret key that was used to embed the 
watermark. Using the secret key, the embedded 
watermark sequence can be extracted. This extracted 
watermark may or may not resemble the original 
watermark because the object might have been 
attacked. Hence to validate the existence of 
watermark, either the original object is used to 
compare and find out the watermark signal (non-
blind watermarking) or a correlation measure is used 
to detect the strength of the watermark signal from 
the extracted watermark (blind watermarking). In the 
correlation based detection the original watermark 
sequence is compared with the extracted watermark 
sequence and a statistical correlation test is used to 
determine the existence of the watermark [3]. 

4. Various Techniques of Digital 
Watermarking 
 

a. Spatial domain 
An analogue image can be described as a continuous 
function over a two-dimensional surface. The value 
of this function at a specific coordinate on the lattice 
specifies the luminance or brightness of the image at 
that location. A digital image version of this analogue 
image contains sampled values of the function at 
discrete locations or pixels. These values are said to 
be the representation of the image in the spatial 
domain or often referred to as the pixel domain. 
Spatial embedding inserts message into image pixels 
[5]. The oldest and the most common used method in 
this category is the insertion of the watermark into 
the least significant bits (LSB) of pixel data. The 
embedding process of the LSB technique can be 
illustrated as follows: Consider that the system is 
required to hide a watermark number 178 in a 2x2 
gray-scale (8-bit) image. Let’s assume that the image 
pixels are 234, 222, 190 and 34. In an 8-bit binary 
format the number 178 is represented as 10110010. 
Since there are 4 pixels that can be used to store this 
data we can easily decide to embed pairs of bits of 
the watermark to the last 2 insignificant bits of the 
pixels. The process therefore modifies the original 
bits from 11101010, 11011110, 10111110 and 
00100010 to 11101010, 11011111, 10111100 and 
00100010 respectively. In decimal representation the 
watermarked image has pixel values of 234, 223, 188 
and 34. 
 
Since the modification of pixel values occurs in the 
LSB of the data, the effect to the cover image is often 
visually indifferent. This effect however becomes 
more apparent as more bits are used to hide the 
watermark. One of the major limitations in spatial 
domain is the capacity of an image to hold the 
watermark. In the case of LSB technique, this 
capacity can be increased by using more bits for the 
watermark embedding at a cost of higher detection 
rate. On the other hand capacity can also be improved 
by means of lossy embedding the watermark. In the 
latter approach, the watermark is quantized before the 
embedding process. Improving this limitation seems 
to be one of the major drives in spatial domain [5]. 
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b. DCT Domain Watermarking 
Technique 

The first efficient watermarking scheme was 
introduced by Koch et al. In their method, the image 
is first divided into square blocks of size 8x8 for 
DCT computation. A pair of mid-frequency 
coefficients is chosen for modification from 12 
predetermined pairs. Bors and Pitas developed a 
method that modifies DCT coefficients satisfying a 
block site selection constraint. After dividing the 
image into blocks of size 8x8, certain blocks are 
selected based on a Gaussian network classifier 
decision. The middle range frequency DCT 
coefficients are then modified, using either a linear 
DCT constraint or a circular DCT detection region. A 
DCT domain watermarking technique based on the 
frequency masking of DCT blocks was introduced by 
Swanson. Cox developed the first frequency domain 
watermarking scheme. After that a lot of 
watermarking algorithms in frequency domain have 
been proposed [6]. 
 
Most frequency-domain algorithms make use of the 
spread spectrum communication technique. By using 
a bandwidth larger than required to transmit the 
signal, we can keep the SNR at each frequency band 
small enough, even the total power transmitted is 
very large. When information on several bands is 
lost, the transmitted signal can still being recovered 
by the rest ones. The spread  spectrum watermarking 
schemes are the use of spread spectrum 
communication in digital watermarking. Similar to 
that in communication, spread spectrum 
watermarking schemes embed watermarks in the 
whole host 
image. The watermark is distributed among the 
whole frequency band. To de-stroy the watermark, 
one has to add noise with sufficiently large 
amplitude, which will heavily degrade the quality of 
watermarked image and be considered as an 
unsuccessful attack. One major reason why frequency 
domain watermarking schemes are attractive is their 
compatibility with existing image compression 
standards, in particular, the JPEG standard [6]. 
 

c. Discrete Fourier Transform 
Fourier Transform (FT) is an operation that 
transforms a continuous function into its frequency 
components. The equivalent transform for discrete 
valued function requires the Discrete Fourier 
Transform (DFT). In digital image processing, the 
even functions that are not periodic can be expressed 

as the integral of sine and/or cosine multiplied by a 
weighing function. This weighing function makes up 
the coefficients of the Fourier Transform of the 
signal. Fourier Transform allows analysis and 
processing of the signal in its frequency domain by 
means of analyzing and modifying these coefficients 
[5]. 

 
d. Discrete Wavelet Transform 

Discrete Wavelet transform (DWT) is a mathematical 
tool for hierarchically decomposing an image. It is 
useful for processing of non-stationary signals. The 
transform is  based  on  small  waves,  called  
wavelets,  of  varying  frequency  and  limited  
duration.  Wavelet transform  provides  both  
frequency  and  spatial  description  of  an image.  
Unlike  conventional  Fourier  transform,  temporal 
information  is  retained  in  this  transformation  
process. Wavelets  are  created  by  translations  and  
dilations  of  a fixed  function  called  mother  
wavelet.  This section analyses suitability of DWT 
for image watermarking and gives advantages  of  
using  DWT  as  against  other transforms [7].  For 2-
D images, applying DWT corresponds to processing 
the image by 2 -D filters in each dimension. The  
filters  divide  the  input  image  into  four  non-
overlapping  multi-resolution  sub-bands  LL1,LH1,  
HL1 and HH1. The sub-band LL1 represents the 
coarse-scale DWT coefficients  while  the  sub-bands  
LH1,  HL1  and HH1  represent  the  fine-scale  of  
DWT  coefficients.  To obtain the next coarser scale 
of wavelet coefficients, the sub-band LL1 is further 
processed until some final scale N is reached. When 
N is reached we will have 3N+1 subbands consisting  
of  the  multi-resolution  sub-bands  LLN and  LHx,  
HLx  and  HHx  where  x  ranges  from  1  until N. 
Due  to  its  excellent  spatio-frequency  localization 
properties, the DWT is very suitable to identify the 
areas in  the  host  image  where  a  watermark  can  
be  embedded effectively. In general most of the 
image energy is concentrated at the lower frequency  
sub-bands  LLx  and  therefore embedding  
watermarks in these sub-bands  may degrade the 
image significantly. Embedding in the low frequency 
sub-bands, however, could increase robustness 
significantly. On the other hand, the high frequency 
subbands  HHx  include  the  edges  and textures  of  
the  image and  the  human  eye  is  not  generally  
sensitive  to changes in such sub-bands. This allows 
the watermark to be embedded without being 
perceived by the human eye [7]. 
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e. Frequency-domain  techniques  
(spectral watermarks)  

The frequency-domain techniques modify the values 
of some transformed coefficients.  The  frequency 
domain  technique  first  transforms  an  image  into  
a  set  of  frequency  domain  coefficients.  The  
watermark  is  then embedded  in  the  transformed  
coefficients  of  the  image  such that  the  watermark  
is  invisible  and  more  robust  for some  image 
processing  operations.  Finally, the coefficients are 
inverse transformed to obtain the watermarked 
image. Discrete  Cosine  Transformation  (DCT),  
Discrete  Fourier Transformation  (DFT)  and  
Discrete  Wavelet  Transformation (DWT)  are  the  
three  main  methods  of  data  transformation. This  
technique  is  complex  and  watermark  cannot  be  
easily recovered  at  the  receiver  end   as  compared  
to  the  spatial domain technique [8]. 
 

5. Conclusion 
 
The field of digital watermarking is rather new; 
indeed, at this point many of its terms are not well 
defined. The watermarking is a process that embeds 
data, called a watermarking to a multimedia object to 
help protect the owner’s rights to that object. A 
digitally watermarked image is obtained by invisibly 
hiding signature information into the host image. The 
signature is recovered using an appropriate decoding 
process. The challenge is to ensure that the 
watermarked image is perceptually indistinguishable 
from the original and that the signature be 
recoverable even when the watermarked image has 
been compressed or transformed by standard image 
processing operations. This paper surveys recent 
advances in watermarking techniques in digital 
images. 
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